Hospital Pharmacy
Volume 43, Number 12, pp 1016-1023
2008 Wolters Kluwer Health, Inc.

Director’'s Forum

Implementing a Bar-Code Medication
Administration System

Robert |. Weber, MS, FASHP *

program.

The Director’s Forum series is written and edited by Michael Sanborn and
Robert Weber and is designed for guiding pharmacy leaders in establishing
patient-centered services in hospitals and health systems. Another specific
goal of this column is addressing many of the key challenges that pharma-
cy directors currently face while providing information that will foster
growth in pharmacy leadership and patient safety. Bar-code medication
administration (BCMA) is an important medication safety program for
hospitals, and the involvement of the pharmacy director in its implementa-
tion and evaluation is critical. This installment of the Director’s Forum
describes the necessary steps for implementing and evaluating a BCMA

INTRODUCTION

Growing evidence of the num-
ber of medical errors that occur
throughout the US health care sys-
tem has prompted an increased
interest in using technology to
improve safety. Medication errors,
which occur at a rate ranging from
19% to 36% in hospitals and over
half of which occur during medica-
tion administration, are a signifi-
cant concern for patients, health
care organizations, and clinicians.'
Bar-code medication administra-
tion (BCMA) systems are an exam-
ple of technology being employed
to reduce medication administra-
tion errors. These systems electron-
ically compare a patient’s identity
and medical information (eg, in
an electronic medication order)
against a bar-coded medication,
alerting the nurse of the potential
for a medication administration
error. It is hypothesized that these

alerts, if properly interpreted and
acted on by nurses, will help pre-
vent medication administration
errors. Furthermore, the Institute
of Medicine recommends using
BCMA systems to ensure the time-
liness and accuracy of medication
administration.” Several studies
have shown that bar-coding sys-
tems reduce medication dispensing
errors and adverse drug events in a
hospital pharmacy (by 63%), in
addition to reducing medication
administration errors (by 50% to
60%) (University of Pittsburgh
Medical Center, unpublished data,
2004).°

Despite these predictions, a
recent survey by the American
Society of Health-System Pharma-
cists shows that a small percentage
of hospitals have implemented
BCMA technology.* The reasons
for this limited implementation
may include the expense of bar-

code systems and, more important-
ly, the significant efforts required
for evaluating and changing the
medication-use process to maxi-
mize the use of bar-code technology.

There is a paucity of literature
that describes the steps necessary
for implementation and evaluation
of a BCMA system by an organiza-
tion. A report describing the prac-
tical aspects of bar-coding medica-
tion provides some guidance to the
mechanics and suggests that reli-
able processes must be in place for
patient and caregiver identifica-
tion, as well as for medication bar
coding.” In addition, a recent re-
port highlights work-arounds in
BCMA systems that threaten their
effectiveness.” Because of the barri-
ers to implementation of BCMA
systems, such as the cost of the
aforementioned processes and the
exposed work-arounds, communi-
cation by organizations of the
impact that these systems have on
preventing medication errors is
vital.

This article presents the Uni-
versity of Pittsburgh Medical Cen-
ter’s (UPMC’s) experience in imple-
menting a system for BCMA. The
specific aims of this article include
(1) establishing the conceptual
framework for using bar-code sys-
tems as part of an organization’s
safety plan, (2) designing a multi-
disciplinary process for selecting a
bar-code system, (3) installing the
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Table 1. Drugs Associated With
Serious Administration Errors

at University of Pittshburgh
Medical Center Presbyterian

s N\
Morphine, oxycodone,
hydromorphone

Phenytoin

Tacrolimus

Warfarin

Metoprolol

Calcitonin-salmon

Lactulose glyburide, glimepiride

Insulin

. J

computing infrastructure for sup-
port of bar coding, (4) establishing
an inventory control system that
ensures nearly 100% bar coding of
medications, (5) revising pharmacy
and nursing medication processes to
enhance functionality, and (6) devel-
oping quality indicators for bar-
code systems. Information is provid-
ed on a real-world experience that
informs pharmacy directors who are
seeking to make their medication
systems safer using BCMA.

BACKGROUND

The UPMC Presbyterian hos-
pital is a 647-bed academic med-
ical center affiliated with the Uni-
versity of Pittsburgh Schools of the
Health Sciences, with nationally
recognized patient care programs
in critical care medicine, organ
transplantation, orthopedics, geri-
atrics, cardiology, and internal
medicine. Prior to implementation
of BCMA, the system for medica-
tion dispensation at UPMC Pres-
byterian was a fully automated
bar-code process employing robot-
ics (McKesson Automated Health-
care, Inc., Pittsburgh, Pennsylva-
nia), medication carousels, and an
integrated electronic health record
(Cerner PharmNet and Cerner

HNA Millenium, Kansas City,
Missouri) that provided pharma-
cists with ready access to patient
medical record data, including
progress notes, laboratory results,
and allergy information. The system
for nursing medication administra-
tion comprised a paper medication
administration record (MAR) that
relied on manual implementation
by the nurse of the best practices for
medication, including allergy and
duplicate medication screening,
along with timely and accurate
medication administration. Cur-
rently, UPMC Presbyterian imple-
ments a comprehensive interdisci-
plinary medication safety program
that uses an evidence-based model
and supportive data from the Unit-
ed States Pharmacopoeial Conven-
tion’s MEDMARX, recognized as
one of the most credible medication
error reporting systems.”

CONCEPTUAL FRAMEWORK

The goal of UPMC Presbyter-
ian with regard to medication-
patient safety is elimination of med-
ication errors through the systemat-
ic reporting, analysis, and sharing of
medication error information and
problem-solving strategies across
the organization. The institution’s
framework for medication-patient
safety focuses on using reporting
systems and other data sources to
identify problems, as well as imple-
menting evidence-based interven-
tions to improve safety in medica-
tion prescribing, administering, and
dispensing. The framework is en-
dorsed by the institution’s executive
management and trustees, with all
planning for medication safety
focused on designing programs that
are consistent with this framework.

BCMA was compatible with
the organization’s medication safety
conceptual framework. Because a
bar-coded medication dispensing
system (Robot-Rx, McKesson) and

an integrated electronic health rec-
ord with emerging decision-support
capabilities were already in place,
UPMC Presbyterian was well posi-
tioned for establishing the BCMA
program. Moreover, the program
was regarded as an enhancement of
the current medication safety sys-
tem through the continued use of
new technology.

Data from the organization’s
medication error reporting system
was used to examine BCMA’s
potential impact on safety. Serious
medication errors—as defined by
the National Coordinating Council
on Medication Error Reporting and
Prevention index—were reviewed
for an 8-month period prior to
implementing BCMA.” Using this
index greatly enhanced the ability
to identify the breadth and scope of
system problems, as indicated by
near misses (categories A and B)
and sentinel serious events (cate-
gories D through I). Analysis
revealed a potentially significant
impact from BCMA’s prevention of
serious medication administration
errors associated with high-risk
medications (opiates, antibiotics,
medications for diabetes and car-
diovascular conditions, etc). Table 1
lists the drug products associated
with serious medication administra-
tion errors that were determined
potentially preventable through use
of BCMA.

IMPLEMENTATION STEPS
Bar-Code Medication
Administration System Selection
Selecting a BCMA system re-
quires a multidisciplinary approach,
including hospital leadership, physi-
cians, nurses, pharmacists, and
information system specialists. At
UPMC Presbyterian, a steering
committee with representatives
from each of these areas was devel-
oped that conducted site visits,
reviewed BCMA system demon-
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Table 2. Selected Criteria for Choosing a Bar-Code

Medication Administration System

Nursing satisfaction with usability

Pharmacy satisfaction with usability

scanners)

Availability and usability of portable, wireless BCMA equipment (eg, handheld

Ability to integrate with the existing hospital computing infrastructure

Usefulness of the alert system in BCMA (eg, reduced “nuisance” alerts, ability of
nursing/pharmacy to easily deal with alerts)

cabinets, robotics)

Connectivity and integration with current pharmacy automation (eg, unit-based

Amount of implementation support (in hours, days, or weeks) by the vendor

Integration and compatibility with hospital’s existing bar-code scanning systems

Compatibility with the hospital pharmacy’s medication packaging system

nurse/nursing unit, avoided errors)

Types of and accessibility to system reports (eg, scanning compliance by

Ability to extract data for reviewing quality indicators for the BCMA system

Ongoing support of the system (eg, routine maintenance, emergency calls)

Amount of process redesign necessary to implement BCMA

-

BCMA = bar-code medication administration.

/

strations from vendors, and devel-
oped specific criteria for selection.
Table 2 describes some of the crite-
ria that were developed for selec-
tion of a BCMA system.

Establishing Computing
Infrastructure

The Steering Committee evalu-
ated the current information sys-
tem infrastructure and purchased
equipment that promoted portabil-
ity (eg, wireless connections, com-
puter carts) and integration with
the institution’s electronic health
record. This required a systematic
“swap out” of computer devices, as
well as facility upgrades, to accom-
modate wireless connections and
handheld BCMA scanners. These
processes take time but are a nec-
essary part of the work plan for
implementing BCMA systems.
Another consideration in using
wireless devices is the impact on
the security of the information sys-
tem data. Developing a “single
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sign-on,” or one sign-on password,
for access to multiple applications
(including BCMA) was critical in
encouraging user compliance at
UPMC Presbyterian. Handheld
BCMA devices (from Cerner) that
were easy to read and operate were
selected for the project. Finally,
patients’ bar-code-readable wrist-
bands were evaluated for durabili-
ty and scanning capability.

Medication and Patient-Specific
Bar-Code Processes

The unit-dose medication sys-
tem is widely accepted as the stan-
dard for medication use within
health systems. This system
employs an individually packaged
dosage, which is available as a
commercial product or as an
extemporaneously packaged item,
for administration to patients.
Although these systems promote
safety by reducing confusion over
the proper drug and dosage for
administration, they do not neces-
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sarily prevent all potential medica-
tion administration errors. For
example, if a medication is avail-
able as a given dosage strength and
an alternative strength is ordered,
the nurse may use the commercial-
ly available dosage form and mod-
ify it to give the ordered dose (eg,
furosemide 10 mg order adminis-
tered as one-half of a furosemide
20 mg tablet). To eliminate this
potential for error, UPMC Presby-
terian has developed a system that
provides the immediate medication
container for nearly 100% of the
hospital’s drug formulary.

Most hospital pharmacy com-
puter systems use the national drug
code (NDC) as a unique identifier
for drug products. The NDC identi-
fies the drug, formulation, strength,
package size and type, and the
drug’s manufacturer. Manufacturers
that place bar codes on their prod-
ucts embed the NDC information in
the bar codes; however, there is cur-
rently no published database that
lists the readability of a manufac-
turer’s bar codes by specific soft-
ware systems, making the initial
preparation for bar-code medica-
tion packaging a labor-intensive pro-
cess. UPMC Presbyterian accom-
plished this process by using the
BCMA software for validation of
the drug products requiring bar
coding through scanning the phar-
macy inventory to determine
whether each product could be read
by the BCMA system and revising
the inventory shelf labels to indicate
which products contained bar codes
that were recognized by the BCMA
software. Because the bar-code
readability of drug products varies,
the process of properly labeling the
inventory storage bins in a pharma-
cy prevents the ordering of products
that are not recognized by the
BCMA system.

The assessment of the drug
formulary at UPMC Presbyterian
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Figure 1. Suggested workflow for bar-code medication administration

(BCMA) packaging.

showed that approximately 49%
of the available drug products were
recognized by the BCMA system.
Extemporaneous packaging by the
pharmacy was required for the
drug products without a commer-
cially available bar code or those
not recognized by the BCMA
system. There are a variety of
methods for packaging that allow
medication administration as unit-
of-use at the patient’s bedside. Fig-
ure 1 represents the packaging
process implemented by UPMC
Presbyterian to ensure 95% to
100% availability of bar-code
medications.

Medication Processes Redesign
Implementing a BCMA system
requires an evaluation and revision
of the current medication process
workflow. Developing a process

for which patient identification
occurs as the first step is vital to
the accuracy of the BCMA system.
This is done by scanning patients’
wristbands to verify their identi-
ties. Specific procedures must be
developed based on the following
medication processes:
1. Physician review of medications
on the BCMA electronic record
2. Medication scanning practices
3. Medication administration prac-
tices
4. Availability of unit-dose medica-
tions ready for BCMA admin-
istration
5. Order verification and review
procedures
An example of clarifying med-
ication scanning practices is illus-
trated in an observational study
conducted by Koppel et al.’ The
study identified work-arounds for

medication scanning, including
scanning without visual check of
the MAR, not scanning patients
first to verify their identities,
administering medication without
using the BCMA scanner, placing
bar codes for medications on paper
or other documents, and scanning
the medication bar code after the
medication was removed from its
package. Organizations should use
this reference to develop effective
medication administration rules in
a BCMA system.

Developing Quality

Indicators for Bar-Code

Medication Administration
BCMA systems are designed for

prevention of medication errors by

alerting nurses to the potential for a

medication administration error.

There is a scarcity of literature on

the impact of bar-code medication

systems on compliance to safety
processes and on their ability to pre-
vent medication errors. A study by

Poon et al. demonstrated a reduc-

tion in medication errors in the

pharmacy as the result of imple-
menting a BCMA system.” At

UPMC Presbyterian, the goal in

developing quality indicators was

evaluation of the compliance to key
safety processes, as well as better
understanding of how the alert sys-
tem could be revised and refined.

Quality indicators focused on the

following areas:

1. Bar code scanning compliance
to ensure accurate patient
identification

2. Percentage of medication admin-
istration warnings that actually
prevent an error

3. Observation of medication ad-
ministration practices

4. Staff satisfaction with
BCMA system.

Table 3 lists potential quality
indicators that can be used when
evaluating a BCMA system.

the
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Table 3. Quality Indicators for a Bar-Code Medication Administration System

-

Outcome Indicator Data Source Metric Frequency
(Numerator/
Denominator)

Process outcome to Bar-code BCMA software Number of Weekly
ensure compliance scanning medications scanned/
with patient identi- compliance Medications mapped
fication procedures to BCMA software
and reliability of
BCMA software
Process outcome Prevented error BCMA software Number of Daily
to assess the ability warning error warnings/
of the BCMA effectiveness Number of
system to identify prevented
medication errors medication errors
Clinical outcome Observed Blinded observation Number of medication Quarterly
indicator to measure medication error of medication admin- errors, with no more
the effectiveness of rate inistration and comparing than 1 error per dose/
the BCMA system in of medication administration ~ Number of observed
reducing medication to physician’s written medication administrations
errors order x 100%
Clinical outcome Incidence of MEDMARX medication Number of medication Monthly
indicator to measure serious medication  error reporting system administration errors
the effectiveness of administration in NCC MERP
the BCMA system in  errors categories D through I/
reducing serious Number of doses
medication adminis- dispensed
tration errors
Process outcome to Nurse satisfaction ~ Survey nurses to rate Average Likert score Quarterly
determine nurse their perceived safety from the nurse survey®
satisfaction with of the medication
the safeguards of administration system
the BCMA system according to a Likert

scale (1 = strongly disagree;

5 = strongly agree)
“There is no denominator for this metric; BCMA = bar-code medication administration; NCC MERP = National Coordinating Council on
Medication Error Reporting and Prevention.

LESSONS LEARNED

As discussed earlier, data have
been published on work-arounds
associated with the BCMA systems.
(See Koppel et al. for further infor-
mation.) This section briefly
reviews some of the lessons learned
at UPMC Presbyterian during
implementation of a BCMA system.

First, with respect to planning
and implementing BCMA, signifi-
cant variations in the medication
ordering and administration pro-
cesses were observed within the

hospital, including how the MAR

1020

was used and how medication
order information was entered into
the pharmacy computer system.
For example, if human insulin was
ordered by a physician, it usually
was done so as a detailed order
with dosage based on the patient’s
blood glucose level. Nursing staff
then documented the detailed
human insulin order on the previ-
ously used handwritten MAR, and
the pharmacy entered the human
insulin order into the pharmacy
ordering system with the simple
designation “as directed”—because

Volume 43, December 2008

the pharmacy used the computer
system as a product-dispensing sys-
tem. Because the BCMA system
used information from the phar-
macy computer system to populate
the electronic MAR (e-MAR), this
practice provided the nurse with
inadequate information for safe
administration of the insulin. Con-
sequently, medication order entry
practices had to become more
patient focused and had to consid-
er the medication administration
practices of the nursing staff. Dur-
ing the initial implementation of
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BCMA in UPMC Presbyterian’s
pilot units, there were many
instances in which the medication
order entry into the pharmacy
computer system and the resultant
order on the e-MAR did not con-
tain all of the parameters neces-
sary for administration of the
medication by the nurse. The phar-
macy medication order entry dis-
crepancies were a continual prob-
lem as the institution expanded its
implementation; this may have
been the result of not making the
pharmacy more aware of the nurs-
ing medication administration
process. A key lesson learned from
the implementation experience
was the importance of establishing
a focus group of pharmacists and
nurses who could review the cur-
rent medication administration
process, as well as identifying the
information required by the nurse
to ensure effective pharmacy med-
ication order entry.

Another example of medica-
tion order discrepancies was asso-
ciated with the assignment of med-
ication administration times. Be-
cause pharmacists were entering
medication orders outside of a
given nursing unit, they were often
unaware of the most appropriate
medication schedule for a patient,
so they used a standard medica-
tion administration time. This
practice created errors in medica-
tion administration times and
delayed therapy where it was clin-
ically warranted. Thus, a focus
group of pharmacy and nursing
personnel should be established to
determine whether the use of stan-
dard medication administration
times is beneficial.

As UPMC Presbyterian evalu-
ated the effectiveness of BCMA,
the institution quickly learned that
the warning system for potential
errors triggered by scanning a
patient’s wristband or a medica-

tion bar code affected the users’
perceptions of the BCMA system.
As a result, it was suggested that
the warnings and alerts be exam-
ined and simplified to eliminate
nuisance alerts.

Developing a steering commit-
tee to address the planning, imple-
mentation, and operational issues
for BCMA is an effective strategy.
In terms of information sharing,
the Steering Committee at UPMC
Presbyterian generated support for
BCMA as a part of the safety cul-
ture and increased general aware-
ness of errors as systems problems
as opposed to individual fault. The
Steering Committee designed a
plan that included pharmacy, nurs-
ing, and information system per-
sonnel who provided direct sup-
port to users during the first 10 to
14 days of each unit’'s BCMA
implementation. This support was
integral in building the confidence
of the nursing and pharmacy staff
in using the BCMA system.

BCMA serves as an important
catalyst for preventing medication
administration errors. UPMC
Presbyterian has asked users ques-
tions about the value of the
BCMA system in the care of their
patients to gauge organizational
acceptance of this program, and it
is clear that the degree to which
individual clinicians adopt and
implement the BCMA system
depends on their belief in the sys-
tem’s ability to support a safe
medication administration system
and to increase the efficiency of
their work. The BCMA system
functions in as close to real-time as
possible so that errors are prevent-
ed before they reach the patient.
To continue promoting acceptance
and understanding of the BCMA
system, organizations must devel-
op methods of sharing informa-
tion about the errors it has
prevented.

CONCLUSION

The success of BCMA imple-
mentation at UPMC Presbyterian
depended on the organizational
commitment of resources and a
viable plan for reducing barriers to
safer practices. BCMA use under-
scores the need for a continued
emphasis on developing the func-
tionality of and enhancing practi-
tioners’ use of the system. This can
be accomplished by focusing on
(1) adding system functionality to
effectively screen for related events
in medication administration, (2)
continually eliminating nuisance
alerts, (3) revising order-entry
practices to make them consistent
with the approved standard ad-
ministration times and methods of
nurse medication administration,
(4) revising order-writing practices
for inclusion of proper route of
administration and dosage forms
to meet specific patient needs, and
(5) addressing process issues relat-
ed to bar-code packaging and
scanner functionality service.
Implementing an effective BCMA
system will help further promote
the hospital pharmacy’s role in
developing a patient-centered
pharmacy.
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